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I. G101 THIEU

Pay 1a tai liéu hudng dan thuc hanh thi nghiém mén thiét bi truyén théng va
mang may tinh nham bé sung céc kién thire thuc té cho SV nganh tin hoc cng nghiép
cua truong DPHKTCN-TN.
1. CO SO VAT CHAT PHONG THU'C HANH

Phong thi nghiém maén thiét bi truyén thdng va mang may tinh duoc xay dung
nham cung cip co s& vat chat k§ thuat cho phép sinh vién 1am quen véi cac thao tac
thiét 1ap cdu hinh trén cac thiét bi, van hanh va phat trién cac ang dung trén moi
trrong mang may tinh.

Co s vt chat phong thi nghiém bao gdom:
> Ban giao vién:
> Ban dé may tinh thuc hanh
> Kim bam day mang da ning, diy mang Cat 5, bo test day mang , dau mang RJ45
» May tinh néi mang PC c6 cng COM
> Chuyén mach mang LAN Ethernet( switch)
> B¢ dinh tuyén IP( router)
» Cép rollover RJ45 to DB 9 adapter
> Bo phét wifi
> Yéu cau phan mém trén may tinh
Mot chuong trinh Terminal dé login vao thiét bi: Vi du chuong trinh SecureCRT
dugc cai dat trén tirng may tinh.
I11. CAC BAI LAB THUC HANH TREN CAC THIET BI MANG
Bai LAB 1. Lam quen cac thiét bi phan cing va phan mém mang may tinh
Bai LAB 2: Hudng dan login vao Cisco Router lan dau tién
Bai LAB 3: Thuc hanh cau hinh khai bao tham sé cho Router
Bai LAB 4: Huéng dan cu hinh dinh tuyén tinh
Bai LAB 5: Cau hinh bao mat ding nhap (login) vao thiét bi Cisco Router
Bai LAB 6 : Cau hinh router wifi
Bai LAB 7 : Thuc hanh ciu hinh cac tham sé cho Switch

Bai LAB 8 : Thiét lap va cu hinh mang LAN a0 (VLAN)



Bai LAB 1. Lam quen c&c thiét bi phan ciing va phan mém mang may tinh

Bai lab nay gitp sinh vién nhan biét dugc dic diém caa tirng thiét bi nhu Hub,
switch, router...va nim dugc cac vu diém cua ting thiét bi.
1.1 Chuan bi thiét bj thuc hanh

Giang vién mo td c&c thanh phan quan trong vé phan citng va phan mém trong
Mang may tinh nhu card mang, hub, switch, repeater, OS, Driver, IE, Firefox, v....
1.2 Céc budc tién hanh thuc hanh

1.2.1 Card mang la gi? Nhiém vy va cac thanh phan trong né nhu thé nao?
Tra loi:

Cac mang (network card), hay cac giao tiép mang (Network Interface Card), la
mot ban mach cung cap kha nang truyén théng mang cho mot may tinh. N6 con dugc
goi 1a bo thich nghi LAN (LAN adapter), dugc cam trong mot khe (slot) cua ban
mach chinh va cung cap mot giao tiép két ndi dén méi trudng mang. Chang loai cac
mang phai phd hop véi méi trudng truyén va giao thirc duoc sir dung trén mang cuc
bo. Cac mang 1a thiét bi chiu trach nhiém:

Chuyén d6i céc tin hiéu may tinh ra cac tin hiéu trén phuong tién truyén dan va nguoc
lai.
v' Gui/nhan va kiém soat luong dir liéu duoc truyén. Cac thanh phan trong card
mang
v' 1/O Address: Bia chi bo nhd chinh cua may tinh, dugce dung dé trao doi di liéu
gitta may tinh véi thiét bi (cac mang)
v' Memory Address: Dia chi bd nhé chinh ctia may tinh, 13 noi bat dau ving dém
danh cho cac xur li caa cac mang
v DMA Channel: Cho phép thiét bj (cac mang) 1am viéc truc tiép voi bo nho
may tinh ma khdng can thdng qua CPU
v' Boot PROM: Cho phép khai dong hé thong va két ndi vao mang
MAC Address: Pia chi dinh danh duy nhét dwgc IEEE cap cho mdi cac mang
Pau nbi BNC: N&i cac mang véi cap qua dau ndi chir T (L0BASE?2)
v Pau ndi RJ-45: Nbi cac mang Véi cap qua dau ndi RJ-45 (10BASE-
T/100BASE-T)
1.2.2 Bridge la gi?

<

Tra loi :




Bridge 1a thiét bi mang thudc 16p 2 cuia md hinh OSI (Data Link Layer).
Bridge duoc str dung dé ghép néi 2 mang dé tao thanh mot mang I6n duy nhat. Bridge
duoc sir dung pho bién dé 1am cau ndi gira hai mang Ethernet. Bridge quan sat c4c
goi tin (packet) trén moi mang. Khi thdy mot goi tin tir mot may tinh thuéc mang nay
chuyén toi mot may tinh trén mang khac, Bridge s& sao chép va gui goi tin nay toi
mang dich. Uu diém cua Bridge 1a hoat dong trong sudt, cac may tinh thugc cac mang
khac nhau van cd thé gui cac thdng tin véi nhau don gian ma khéng can biét cé su
“can thi¢p” ciia Bridge. Mot Bridge c6 thé xir Iy dugc nhiéu luu thong trén mang nhu
Novell, Banyan... ciing nhu 1a dia chi IP ciing mét luc. Nhuogc diém cua Bridge 1a chi
két ndi nhitng mang cuing loai va sir dung Bridge cho nhiing mang hoat dong nhanh s&
kho khin néu ching khéng nam gan nhau vé mit vat ly.

1.2.3 Switch la gi? Chtrc nang cta no la gi?

Traloi :

!
i
i
i

Switch doi khi dugc mé ta nhu 13 mot Bridge c6 nhiéu cong. Trong khi mét
Bridge chi c6 2 cong dé lién két dugc 2 segment mang véi nhau, thi Switch lai ¢6 kha
ning két néi duoc nhiéu segment lai véi nhau tuy thudc vao sé cong (port) trén
Switch. Ciing giéng nhu Bridge, Switch ciing “hoc” thong tin cia mang thdng qua cac
goi tin (packet) ma né nhan dugc tir cdc may trong mang. Switch st dung cac thdong
tin ndy dé xay dung Ién bang Switch, bang nay cung cap thng tin gilp cac goi théng
tin dén dung dia chi.

Ngay nay, trong c4c giao tiép dit liéu, Switch thuong c6 2 chirc nang chinh 1a
chuyén céc khung dit liéu tir ngudn dén dich, va xay dung céc bang Switch. Switch
hoat dong ¢ tdc d6 cao hon nhiéu so véi Repeater va c6 thé cung cap nhiéu chirc ning
hon nhu kha nang tao mang LAN ao (VLAN).

1.2.4 Router 1a gi? Uu diém va nhugc diém cua n6?

Tra loi :
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Router 12 thiét bi mang 16p 3 caa md hinh OSI (Network Layer). Router két
ndi hai hay nhiéu mang IP véi nhau. Cac may tinh trén mang phai “nhan thirc” duoc
su tham gia caa mot router, nhung dbi véi cac mang IP thi mot trong nhitng quy tic
cua IP 1a moi may tinh két ndi mang déu c6 thé giao tiép duoc véi router.

Uu diém cua Router: Vé mit vat ly, Router c6 thé két ndi véi cac loai mang
khéc lai voi nhau, tir nhitng Ethernet cuc b téc d6 cao cho dén duong day dién thoai
duong dai cé tde do cham.

Nhuoc diém cua Router: Router chdam hon Bridge vi chiing doi hoi nhiéu tinh
toan hon dé tim ra cach dan duong cho cac goi tin, dic biét khi cac mang két ni véi
nhau khong clng téc d6. Mot mang hoat dong nhanh c6 thé phat cac goi tin nhanh
hon nhiéu so véi mot mang cham va c6 thé gay ra su nghén mang. Do d6, Router ¢6
thé yéu cau may tinh guri cac goi tin dén cham hon. Mot van dé khéc 1a cac Router ¢6
dic diém chuyén biét theo giao thuc - tirc 14, cach mot may tinh két ni mang giao
tiép véi mot router IP thi s& khac biét véi cach no giao tiép vai mot router Novell hay
DECnet.

1.2.5 Repeater la gi ?

Tra loi:

Trong mot mang LAN, gidi han cta cdp mang la 100m (cho loai cdp mang
CAT 5 UTP - 1a cap duoc ding phd bién nhat), bai tin hiéu bi suy hao trén duong
truyén nén khong thé di xa hon. Vi vay, dé co thé két ni céc thiét bi ¢ xa hon, mang
can céc thiét bi & khuéch dai va dinh thoi lai tin hiéu, gitp tin hiéu cé thé truyén dan
di xa hon gi6i han ndy. Repeater 1a mot thiét bi ¢ 16p 1 (Physical Layer) trong mé
hinh OSI. Repeater c6 vai trd khuéch dai tin hiéu vat Iy & dau vao va cung cip ning
lugng cho tin hiéu & dau ra dé c6 thé dén dugc nhiing ching duong tiép theo trong
mang. Pién tin, dién thoai, truyén théng tin qua soi quang... va cic nhu cau truyén tin
hiéu di xa déu can sir dung Repeater.

1.3 B&o céo két qua thyc hanh

Bai LAB 2: Hwéng dan login vao Cisco Router lan dau tién



Bai thuc hanh nay s& gilp cho sinh vién nam viing:
- Thao t&c vao ra cac muc cau hinh trong thiét bi Cisco Router.
- Kiém tra cau hinh mic dinh ban dau trén thiét bi Cisco Router.
- Nhan biét cac giao tiép mang c6 trén thiét bi Cisco Router.

2.1 Chuan bi thiét bi thuc hanh
Giang vién gidi thiéu phan cang thiét bi Cisco Router, sau d6 két ndi vat ly cac
thiét bi.

F 3
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Console

10.254.0.2/30

10.254.0.1/30
Cisco R 7602 Cisco R 7602
Hinh: 2. 1 So' d6 két ndi thiét bi Cisco Router dé minh hoa viéc két ndi
Giang vién huéng dan cach két néi tir cong Com caa may tinh vao cong Console
trén thiét bi Cisco Router dé chuan bi thuc hanh.

Phai st dung 1 chuong trinh Terminal dé login vao thiét bi, khuyén khich sir dung
phan mém SecureCRT dé 1am tac vu d6.( Giang vién s& hd tro cai dat truge phan
mém SecureCRT vao cac may tinh thyc hanh)

:!E'i not reCR]
DI ON | R | S EEY |2
Quick Connect @

Protoco: [S=ia
Port: [comi ~| Flow Control
Baud rate: \EISIJIJ ~ i [CIDoTR/DSR

— RTS/CTS
Data bits: |8 ~| [ XON/ROFF
Parity: ‘ MNone ~ J
Stop bits: ‘717 ti
Show quick connect on startup Save session

Open in atab
[ Connect ] [ Cancel ]

Hinh: 2.2 Khai b&o login tir céng Com ciia may tinh vao thiét bi



2.2 Céac budc tién hanh thuc hanh véi cac mac cau hinh Router

2.2.1 Ché dp Setup Mode
Sau khi khai bao login tir cong Com, sinh vién hay kich vao biéu tuong
“Connect” dé bat dau két ndi vao phan cu hinh Cisco Router.
Vi ban dau tit ca cac Router chua co cAu hinh trong NVRAM, ldc nay Router
dang & ché d6 Setup Mode, khi két néi vao Router sinh vién s& thay dong thdng béo

nhu sau:

Cisco  (NPE-G2) processor (revision B) with 114688K/16384K bytes of
memory.

Processor board ID 4294967295

MPC7448 CPU at 1916Mhz, Implementation 0, Rev 2.1

6 slot midplane, Version 2.1

Last reset from power-on

PCI bus mb1 (Slots 1, 3 and 5) has a capacity of 600 bandwidth points.
Current configuration on bus mb1 has a total of 0 bandwidth points.
This configuration is within the PCI bus capacity and is supported.

PCI bus mb2 (Slots 2, 4 and 6) has a capacity of 600 bandwidth points.
Current configuration on bus mb2 has a total of 0 bandwidth points.
This configuration is within the PCI bus capacity and is supported.

Please refer to the following document "Cisco 7200 Series Port Adaptor
Hardware Configuration Guidelines™ on Cisco.com <http://www.cisco.com>
for 7200 bandwidth points oversubscription and usage guidelines.

1 Ethernet interface

4 Gigabit Ethernet interfaces

4 Serial interfaces

2045K bytes of NVRAM.

65536K bytes of Flash internal SIMM (Sector size 256K).

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: {



% Please answer 'yes' or 'no'.

Sinh vién hay chon “no” rdi enter,
Would you like to enter the initial configuration dialog? [yes/no]: no

Man hinh cau hinh s& hién hoi khéng mudn chon ché d6 tu dong cai tham sd, hay
chon  yes “ man hinh cau hinh s& hién ra tén mic dinh cua thiét bi 1a “ Router>"

Would you like to terminate autoinstall? [yes]: yes
% Crashinfo may not be recovered at bootflash:crashinfo
% This file system device reports an error

Press RETURN to get started!

Router>-
2.2.2 Ché dp User Mode

“Router>" chi thi rang ban dang dung & mac User Mode, tai mac nay ban
khong thé 1am thay doi cac tham sé ciia Router, ma chi sir dung lénh dé kiém tra
mat vai tinh ning/trang thai cua thiét bi ma thoi.

Str dung lénh «show version» dé kiém tra xem Router d6 thudc chung lai gi,

c6 bao nhiéu giao tiép, c6 bao nhiéu bd nhd RAM/Flash, version cua IOS...

Vi du vé lénh «show version» s& cho ra thong tin nhu sau:

Router> show version

Cisco 10S Software, 7200 Software (C7200P-IS-M), Version 12.2(31)SB11,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 31-Jan-08 04:32 by leccese

ROM: ROMMON Emulation Microcode

BOOTLDR: 7200 Software (C7200P-1S-M), Version 12.2(31)SB11, RELEASE
SOFTWARE (fc3)

Router uptime is 3 minutes
System returned to ROM by unknown reload cause - suspect
boot_data]BOOT_COUNT] 0x0, BOOT_COUNT 0, BOOTDATA 19



System image file is "disk0:c7200p-is-mz.122-31.SB11.bin"

Cisco 7206 (NPE-G2) processor (revision B) with 114688K/16384K bytes of
memory.

Processor board ID 4294967295

MPC7448 CPU at 1916Mhz, Implementation 0, Rev 2.1

6 slot midplane, Version 2.1

Last reset from power-on

PCI bus mb1 (Slots 1, 3 and 5) has a capacity of 600 bandwidth points.

Current configuration on bus mb1 has a total of 0 bandwidth points.

This configuration is within the PCI bus capacity and is supported.

PCI bus mb2 (Slots 2, 4 and 6) has a capacity of 600 bandwidth points.
Current configuration on bus mb2 has a total of 0 bandwidth points.
This configuration is within the PCI bus capacity and is supported.

Please refer to the following document "Cisco 7200 Series Port Adaptor
Hardware Configuration Guidelines" on Cisco.com <http://www.cisco.com>
for ¢7200 bandwidth points oversubscription and usage guidelines.

1 Ethernet interface

4 Gigabit Ethernet interfaces
4 Serial interfaces

2045K bytes of NVRAM.

65536K bytes of Flash internal SIMM (Sector size 256K).
Configuration register is 0x2102

Router>

Sinh vién sir dung lénh d6 trén Router ciia minh va hdy cho biét cac théng tin sau:
- Kiéu Router caa ban 1a gi ?
- Router cua ban c6 bao nhiéu RAM/Flash ?
- Router cua ban ¢ nhiing giao tiép (interface) gi ?
- Hé diéu hanh (10S), tén gi, c6 version bao nhiéu ?
- Router d6 di duogc bat ngudn, va chay trong bao 1au ?

2.2.3 Ché dé Privileged Mode

Tur mirc User-Mode, ban hdy st dung lénh «enable» dé vao mic Privileged Mode
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Router>enable
Router#

D4u nhic « Router# », chi ra ring ban di vao muc Privileged Mode, tai muc
nay ban khong chi sir dung lénh dé kiém tra mot vai tinh ning/trang thai cua thiét bi
ma ban d3 c6 toan quyén thay ddi cac tham sb cua Router, tat nhién vé nguyén tic
phai xét ché d6 bao mat tir mac User Mode sang Privileged Mode, viéc nay s& trinh
bay & bai thuc hanh vé bao mat sau nay.

Sinh vién hay sir dung 1énh «show running-config» dé kiém tra cau hinh hién
tai ciia Router d6 ( tat nhién ldc nay chi la ciu hinh trang).

Vi du vé 1énh «show running-config» nhu sau:

Router>enable
Router#show running-config
Building configuration...

Current configuration : 1341 bytes
!

upgrade fpd auto

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname Router

!

boot-start-marker
boot-end-marker

!

!

no aaa new-model

ip subnet-zero

ip cef

!

no ip dhcp use vrf connected

!

call rsvp-sync

no scripting tcl init
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no scripting tcl encdir

!
no file verify auto

!

interface Ethernet0/0

no ip address

shutdown

duplex auto

!

interface GigabitEthernet0/0
no ip address

shutdown

media-type gbic

speed 1000

duplex full

negotiation auto

!

interface GigabitEthernet0/1
no ip address

shutdown

media-type rj45

speed auto

duplex auto

negotiation auto

!

interface GigabitEthernet0/2
no ip address

shutdown

media-type rj45

speed auto

duplex auto

negotiation auto

!

interface GigabitEthernet0/3
no ip address

shutdown

media-type rj45

speed auto

duplex auto

12



negotiation auto
!
interface Serial1/0
no ip address
shutdown

serial restart-delay 0
!
interface Seriall/1
no ip address
shutdown

serial restart-delay 0
!

interface Seriall/2
no ip address
shutdown

serial restart-delay 0
!

interface Seriall/3
no ip address
shutdown

serial restart-delay O
!

ip classless

!

no ip http server

!

control-plane

!

dial-peer cor custom
!

gatekeeper
shutdown

I

line con 0

stopbits 1

line aux 0

linevty 04

!

end

13



Router#

Két qua nay cho thay:

- €616 cong:
o GigabitEthernet th nhat cua Router ¢6 s6 hiéu 1 0/0 (viét tat 1a G0/0).
o GigabitEthernet thir hai cia Router ¢6 sé hiéu 1a 0/1 (viét tat 1a G0/1).
o Serial tht nhat cua cia Router ¢6 s6 hiéu 1a S1/0 (viét tat 12 S1/0).
o Serial tht hai caa cia Router ¢6 sé hiéu 1a S1/1 (viét tat 1a S1/1).
@]

- Ngoai ra con nhiéu cong khéac (phu thudc vao tirng Router c6 bao nhiéu line
cards)

- Céc cong déu chua co dia chi (no ip address) va dang bi shutdown

- Cong mang LAN dang dung co ché ty nhan téc do (speed auto) tly thudc vao
Switch ma n6 két ndi vao, cé thé 1a 20Mbps/100Mbps hodc 1000Mbps. Co ché
truyén dit liéu cling 13 ty dong (duplex auto). Néu co ché la duplex full thi goi
1a co ché song cdng, ca truyén va nhan dong thoi. Néu la duplex half thi goi 1a
co ché ban song cong, chi lam mot viéc truyén hoac nhan tai 1 thoi diém,
khong dong thoi duoc.

Cha y : Tor mic Privileged Mode, ban hay siz dung Iénh «disabley dé vé lai mic

User-Mode
Router#disable

Router>

2.2.4 Ché dp Global Configuration Mode
Dé thay ddi ciu hinh cac tham sb trong thiét bi Router, ban phai vao ché do
Global Configuration Mode, tir diu nhic « Router# » hdy sir dung Iénh «configure
terminal» dé vao ché do Global Configuration:

Vi du:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

14



Dau nhic « Router(config)# », chi ra rang ban da vao mirc Global Configuration
Mode, va sin sang cho viéc cau hinh khai b4o cac tham sé cho Router 1am viéc.

Chu y: Tar mize Global Configuration Mode, ban hay si dung Iénh «exity dé vé lai
muc Privileged Mode

Router(config)#exit
Router#

TOM TAT CAC CHE PQ LENH TRONG CAU HINH CISCO ROUTER

STT | Ché d¢ Iénh Dau nhic dong lénh Router
1 User mode Router>
2 Privileged mode (hay Enabled mode) Router#
3 Global configuration mode Router(config)#
4 Interface configuration mode Router(config-if)#
5 Sub-Interface configuration mode Router(config-subif)#
6 Routing configuration mode Router(config-router)#
7 Line (Console, Telnet...) configuration | Router(config-line)#
mode

Luu y: Mbi lénh déu cd ché @6 thyuc hién cua no, néu dung Iénh sai ché do, 1énh s&
khong thuc hién dugc.

Vi du: Lénh show running-config dugc thuc hién ¢ ché do Privileged:
Router#show running-config.

Néu g6 Iénh nay & ché do khac thi s& béo 15i:
Router(config)#show running-config

N

% Invalid input detected at "' marker = bao 10i

2.3 B4o céo két qua thyc hanh

Bai LAB 3: Thuc hanh cau hinh khai bao tham sé cho Router
Bai thuc hanh nay s& gidp cho sinh vién nim viing:
- Thao tac ciu hinh dit tén cho céc thiét bi Cisco Router dé quan ly.
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- Khai bao cho céc giao tiép mang WAN/LAN trén thiét bj Cisco Router.
- Kiém tra trang thai cac cong giao tiép trén thiét bi Cisco Router.

- Khai bao dia chi IP cho may tram trong mang LAN.

- Kiém tra két ndi tir mang LAN vao Cisco Router va nguoc lai

e 3.1 Chuin bi thiét bi thwc hanh
Giang vién gigi thiéu phan cang thiét bi Cisco Router , sau d6 huéng dan két ndi
vat 1y cac thiét bi.

4

~

83— WwaAN

51/0 © | S51/0
10.254.0.1/30 T 10.254.0.2/30

Cisco R 7602 Cisco R 7602

Hinh 3.1. So d6 két néi thiét bi Cisco Router dé minh hoa viéc két néi

Yéu cau cia bai:

bat tén cho thiét bj Router

Khai bao tham sé cho cac cong (interface) trén thiét bi Router
Kiém tra trang théai cua cac cong (interface) trén thiét bi Router
Kiém tra tit ca cac cdu hinh d khai bao trén thiét bi Router

3.2 Cac budc tién hanh thuc hanh
3.2.1 Pat tén cho thiét bj Router
Vi mic dinh tt ca cac thiét bi Cisco Router déu cd tén 1a «Router», vi vay phai
dit lai tén dé thuan tién cho van dé quan tri nhiéu thiét bi Router trong cing 1 hé
théng.
Tai muac Global Configuration Mode, ban hdy su dung Iénh «hostname
Tén_muébn_dit», dé khai bao tén mai cho thiét bi router do:

Vi du nhu sau:
Router(config)# hostname R1

Sau khi g lénh va enter, ty dong thiét bi s& nhay sang tén méi 1a R1
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R1(config)#

3.2.2 Khai bao tham sé cho cac cong (interface) trén thiét bi Router
Tiép theo ban phai khi béo tham sb cho céc cong trén router, mudn khi béo
phai vao ché do cua cong (interface) do, hiy sir dung lénh «interface tén_cong»

Vi du nhu sau:
R1(config)#interface gigabitethernet 0/0 hoic viét tit: R1(config)#interface g0/0

Sau khi g 1énh va enter, tu dong diu nhic méi s& xuét hién 1a:
R1(config-if)#
Dau nhic «R1(config-if)# », chi ra rang ban d vao mirc cong (interface)

Tiép theo can phai:

- Ralénh kich hoat cong dé 1am viéc, str dung 1énh «no shutdown»

- Khai bao dia chi IP cho cong ( twong tng méi 16p mang & d6), st dung Iénh
«ip address dia_chi_iP subnet_mask»

Tong hop cac budc vao ra:

R1#configure terminal (1)

R1(config)#interface g0/0 (2)
R1(config-if)#no shutdown (3)
R1(config-if)#ip address 10.1.0.1 255.255.255.0 4)

(1) Chuyén vao ché d6 Global configuration dé cau hinh

(2) Chuyén vao ché do cau hinh cong f0/0

(3) Kich hoat cong

(4) Dt dia chi IP cho cong nay, thay cu thé IP theo vi tri Router cta ban

Vi du nhu sau:
R1(config-if)#no shutdown
R1(config-if)#
00:18:08: %LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
00:18:08: %ENTITY_ALARM-6-INFO: CLEAR INFO Gi0/0 Physical Port
Administrative State Down
00:18:09:  %LINEPROTO-5-UPDOWN:  Line  protocol on Interface
GigabitEthernet0/0, changed state to up
R1(config-if)#ip address 10.1.0.1 255.255.255.0
R1(config-if)#exit
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R1(config)#exit
R1#

Tuong tu ban kich hoat cong giao tiép khac va khai bao dia chi IP theo nhu cau
két ndi.

3.2.3 Kiém tra trang thai cua cac cong (interface) trén thiét bi Router
Sau khi kich hoat sir dung va khi bao xong dia chi IP, ban nén kiém tra lai
trang thai hoat dong cua cac cong do, hay sir dung lénh «show interface tén_céng»

Vi du nhu sau:

R1#show interfaces gigabitEthernet 0/0
GigabitEthernet0/0 is up, line protocol is up
Hardware is 182543 (Livengood), address is ¢a00.0dd4.0008 (bia
ca00.0dd4.0008)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full Duplex, 1000Mbps, 1000BaseSX, Auto-negotiation, media type is SX
output flow-control is XON, input flow-control is XON
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:05, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, O packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, O pause input
39 packets output, 6810 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, O deferred

18



0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out
R1#

Néu ban nhin thay tham sé «GigabitEthernet0/0 is up, line protocol is up», thi giao

tiép d6 dang hoat dong tét, con khong thi phai kiém tra lai két néi téi LAN switch.

Ngoai ra ban c6 thé st dung lénh «show ip interface brief» dé kiém tra nhanh

trang thai cua tat ca cac cong trén Router do.

Vi du kiém tra trén router R1:

R1#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Interface IP-Address  OK? Method Status Protocol
Ethernet0/0 unassigned  YES unset administratively down down
GigabitEthernet0/0  10.1.0.1 YES manual up up

GigabitEthernet0/1  unassigned  YES unset administratively down down
GigabitEthernet0/2 unassigned  YES unset administratively down down
GigabitEthernet0/3  unassigned  YES unset administratively down down

Seriall/0 10.254.0.1  YES manual up up

Seriall/1 unassigned  YES unset administratively down down
Seriall/2 unassigned  YES unset administratively down down
Seriall/3 unassigned  YES unset administratively down down
R1#

3.2.4 Kiém tra tat ca cac cau hinh da khai béo trén thiét bi Router

Sau khi cau hinh xong, ban c6 thé sir dung 1énh «show running-config» dé

kiém tra toan bo cac cau hinh/tham sb da duoc thiét lap trong router do.
Vi du:

R1#show running-config
Building configuration...

Current configuration : 1347 bytes
!

upgrade fpd auto

version 12.2

service timestamps debug uptime
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service timestamps log uptime
no service password-encryption
!

hostname R1

!

boot-start-marker
boot-end-marker

!

no aaa new-model

ip subnet-zero

ip cef

no ip dhcp use vrf connected
call rsvp-sync

no scripting tcl init

no scripting tcl encdir

I

no file verify auto

interface Ethernet0/0

no ip address

shutdown

duplex auto

!

interface GigabitEthernet0/0
ip address 10.1.0.1 255.255.255.0
media-type gbic

speed 1000

duplex full

negotiation auto

!

interface GigabitEthernet0/1
no ip address

shutdown

media-type rj45

speed auto

duplex auto

negotiation auto
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3.2.5 Khai bao dia chi IP trén thiét bj may tinh
Tiép theo can phai khai bao dia chi IP cho cac may tinh trong mang LAN, c6
dia chi IP cung dai véi dia chi IP trén céng FO/O cua router, va dia chi IP cua cong
FO0/0 cling chinh la dia chi gateway trén may tinh cuaa ban.

[? ]

General | Advanced

Connect using:

B8 Broadcom 440x 10/100 Integrated C

QUER=EGLEEPERI R BT R Internet Protocel (TCP/IP) Properties
] Bl 005 Packet Scheduler
[w] %= Network Monitor Driver
[w] %= Intemet Protocel (TCP/AP)

General

“lou can get IP settings assigned automatically if your network, supports
this capability. Othenwise, you need to ask your network administrator for
< the appropriate IP settings,

() Obtain an IP address automatically

Description (®) Use the following IP address;
Transmiszion Control Protocol/Intemet
wide area network protocol that prosidsg IP address: m. 1 .0 100
across diverse interconnected network)
Subnet mazk: 255 286 255 . 0
Show icon in notification area when cf Default gateway: m.1 .0 .1

MNaotify me when thig connection haz i

(#) Use the following DNS server addresses:
Preferred DNS server:

Abtemnate DNS server

( 0K, H Cancel ]

Hinh: 3.2. Khai bao dia chi IP cho may tinh

3.2.6 Kiém tra két ndi IP tir may tinh ti Router va nguoc lai

Tiép theo can phai kiém tra két néi IP tir may tinh t6i Router va nguoc lai, dé
dam bao cac thiét bi da thong véi nhau trong mang LAN.

Vi du ping tir Router R1 t¢i may tinh trong mang LAN 1
R1#ping 10.1.0.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.0.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/25/44 ms
R1#

Vi du ping nguoc lai tir may tinh trong mang LAN 1 téi Router R1
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e C:AWINDOWS\system 32\cmd.exe

R
C:s>ping 18.1.8.1

Pinging 18.1.8.1 with 32 bhytes of data:

y from 18.1.8

bytes =32 ime=8%ms
y from 18.1.8 2 i

bytes

-1:
-1:

y from 18.1.8.1: hyte
-1:

yly From 18.1.8 bytes
=z for 18.1.8.1:
4. Received = 4, Lost = 8 (8% loss),
Approximate round tei imes in milli-seconds:
Minimum = 5Sms, Maximum = 87ms,. Average = 28ms

AN

Hinh: 3.3 Minh hoa ping tir PC1 téi céng G0/0 cia Router

Néu ping khéng thanh cong thi phai kiém tra lai két ndi vat Iy té6i LAN switch, va
viéc khai bao dia chi IP da dung chua.

Toan bo cac may PC khac trong cung 1 mang LAN ciing phai khai bao dia chi IP va
ping kiém tra két ndi t&i router trong mang LAN do.

3.3 Béo céo két qua thuc hanh

Bai LAB 4: Cau hinh dinh tuyén tinh

Bai thuc hanh nay s& gilp cho sinh vién nam viing:
- Thao tac cdu hinh dinh tuyén két ndi lién mang LAN trén thiét bi Cisco
Router
- Kiém tra bang dinh tuyén tinh trén thiét bi Cisco Router.
- Kiém tra két n6i WAN/LAN sau khi da cdu hinh dinh tuyén tinh.
Pay nén tang cdu hinh dinh tuyén co ban dé xay dung/quan tri hé théng mang
WAN két ndi nhiéu thiét bi router trong thuc té.

4.1. Chuan bi thiét bi thuc hanh
M6 hinh két ndi vat 1y da két ndi giong nhu bai LAB 1, giang vién sé& giéi thiéu
mo hinh dé két ndi dinh tuyén tinh theo so d6 dudi day :
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F;

— S$1/0
"~ 10.254.0.1/30 ' 10.254.0.2130

Hinh: 4.1 So @6 két ndi cac nhanh mang sir dung Static Route

Sinh vién hay két ndi tr cong Com cua may tinh vao céng Console gidi trén
thiét bi Cisco Router/Cisco Switch va sir dung 1 chwong trinh Terminal dé login vao
thiét bi.

4.2 Céc budc thuc hanh cau hinh dinh tuyén tinh

4.2.1 Khai bao dia chi IP cho cac thiét bj Router va cac may tinh
Sinh vién di thao tac cac yéu cau nay & bai LAB dé khai bao day dii cac cong
giao tiép mang ( G0/0, S1.0) lién quan & céc router trong mang.

4.2.2  Cau hinh dinh tuyén tinh

Cu phap dung static route: ip route <destination network-address> <subnet-mask>
<next-hop>

Vi du minh hoa két ndi static route tir R1 t6i mang LAN 2 nhu sau:

o T,
A7 10.2.0.100/24 10.2.0.101/24 ™,

i~

{ com i
§ ;
- J
i PC1 PCc2
] 7
£ ~I e
i .. L
| ; R [
G0/0 | 10.1.0.1/24 10.2.0.1/24

10.254.0.1/24

Static route téri
mang LAN 2

Hinh: 4.2 Minh hoa két néi static route tir R1 téi mang LAN 2
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Trong vi du nay phai hiéu nhu sau:

- Destination Network-address : 10.2.0.0 ( mang dich can t6i)

- Subnet-mask : 255.255.255.0

- Next-hop  :10.254.0.2 (di qua cong S1/0 cua R2 dé vao mang LAN 2)
Va static route dé thuc hién yéu cau nay Ia:

R1(config)#ip route 10.2.0.0 255.255.255.0 10.254.0.2

Sau déy 14 vi du cau hinh day du cua router R1:

R1#sho run
Building configuration...
00:43:14: %SYS-5-CONFIG_I: Configured from console by console

Current configuration : 1404 bytes
I

upgrade fpd auto

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname R1

!

boot-start-marker

!

interface GigabitEthernet0/0

ip address 10.1.0.1 255.255.255.0
media-type gbic

speed 1000

duplex full

negotiation auto

!

!

interface Serial1/0

ip address 10.254.0.1 255.255.255.252

serial restart-delay 0
!



!

ip classless

ip route 10.2.0.0 255.255.255.0 10.254.0.2
!

no ip http server

gatekeeper
shutdown
!

!

line con 0
stopbits 1
line aux 0
line vty 0 4
I

end

R1#

Sinh vién hay lam tuong ty Vi router R2 ( 1am theo hudng nguoc lai) va toan bo
cac tuyén dudng static tgi tat ca cac nhanh mang LAN khéc trén toan bo hé théng.

4.2.3 Kiém tra sy hoat dong cua bang dinh tuyén tinh
Sau khi d khi bao day du cac tuyén static, sinh vién hay kiém tra xem bang dinh
tuyén tinh d6 da du chua, hdy st dung Iénh «show ip route»

Vi du minh hoa trén router R1:

R1#sho ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
I - IS-1S, su - 1S-I1S summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
S 10.2.0.0/24 [1/0] via 10.254.0.2
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C  10.1.0.0/24 is directly connected, GigabitEthernet0/0
C  10.254.0.0/30 is directly connected, Serial1/0
R1#

Bang dinh tuyén tinh c6 dau hiéu nhan biét 1a ky tu «S», ¢ bao nhiéu «S» Ia
c6 bay nhiéu mang LAN khéc trén toan hé théng ma ban da khai béo.

Sau khi thdy du bang dinh tuyén, ban hay ping kiém tra téi cac nhanh mang LAN
khac d6, c6 thé ping tir router, hodc ping tir may tinh caa ban tgi may tinh caa mang
LAN khéc.

R1#ping 10.2.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.2.0.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 40/131/424 ms
R1#

R1#ping 10.2.0.100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.2.0.100, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/69/112 ms
R1#

4.2.4 Cdu hinh d@inh tuyén tinh mdc dinh- default route
Néu trong hé thong mang WAN, c6 qua nhiéu mang LAN khac nhau, thi viéc
tao ting cai static route sé& tro 18n vat va, kho nha, khé quan ly, vi vay nguoi ta 1am
theo cach khai bao dinh tuyén tinh mic dinh, cu trdc 1énh d6 duoc thay doi nhu
sau:

Cu phép dung default route: ip route <0.0.0.0> <0.0.0.0> <interface-out>
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----- Mang LAN1 -

N

/710.1.0.100224  10.1.0.101724 ",
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Interface Out

K_‘ s i, O
( WAN

Hinh: 4.3 Minh hoa céng ra ( interface-out) cho viéc két ndi téi toan bd
cac mang khac

Trong vi du nay phai hiéu nhu sau:

- Destination Network-address : 0.0.0.0 ( téi bat ky mang dich nao)

- Subnet-mask :0.0.0.0 ( mang dich c6 subnet mask 1a gi ciing dugc)

- Next-hop : fastethernet 0/1 ( phai di qua cong FO/1 cua R1 dé ra ngoai)
Va default route dé thuc hién yéu cau nay la:

R1(config)#ip route 0.0.0.0 0.0.0.0 S1/0

Ban hay kiém tra lai ciu hinh:
R1#sho run

Building configuration...

!

ip http server

ip classless

ip route 0.0.0.0 0.0.0.0 serial 1/0
ip route 10.2.0.0 255.255.255.0 10.254.0.2
|

end

R1#
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V& nguyén tic, khi di co dinh tuyén mic dinh, ban hdy bo tit ca cac dinh tuyén

static route luc trude di, loal bo chiing nhu sau:

R1#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#no ip route 10.2.0.0 255.255.255.0 10.254.0.2
R1(config)#

Chu y: Nguyén tdc chung, khai bdo nhw thé ndo, thi vao ding ché do ma minh da
khai bao, g6 lai lénh do, nhung co chit «nNO» ¢ trudc.

Tiép theo sinh vién hay kiém tra xem bang dinh tuyén tinh mic dinh xem né thay
do6i thé nao, hay sir dung Iénh «show ip route»

Vi du minh hoa trén router R1:

R1#sho ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
I - IS-1S, su - IS-IS summary, L1 - IS-1S level-1, L2 - IS-1S level-2
la - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 10.1.0.0/24 is directly connected, GigabitEthernet0/0
C  10.254.0.0/30 is directly connected, Serial1/0
S* 0.0.0.0/0 is directly connected, Serial1/0
R1#

Bang dinh tuyén tinh mac dinh c6 du hiéu nhan biét 1a ky tu «S*», cho biét ban
da khai bao mic dinh téi tat ca cac mang LAN khéc trén toan hé théng qua 1 cong
ra duy nhat.

Sinh vién cd thé ping kiém tra két ndi t6i cac may tinh trong tit ca cdc mang
LAN khéc trong hé théng WAN dé.

28



Vi du ping kiém tra tir router R1 t&i cac nhanh mang khéc:

R1#ping 10.2.0.100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.2.0.100, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/88/156 ms
R1#

Sinh vién hay cdu hinh trén router ciia minh, va khi ping dwoc téi cac sinh vién
trong nhém khac 1a hoan tat cong viéc.

4.3 B&o céo két qua thuc hanh

BAI LAB 5: C4u hinh bao mat ding nhap (login) vao thiét bj Cisco Router
Bai thuc hanh nay s& gilp cho sinh vién nam ving:
- Thao tac khai b4o bao mat dang nhap cac muc trong thiét bi Cisco Router.
- M4 hod mat ma dang nhap trén thiét bi Cisco Router.
- Kiém tra viéc dang nhap bao mat vao thiét bi Cisco Router.
¢+ Using the Enable Console Password
+*» Using the Enable Secret and the Enable Password
% Using the Enable Telnet Password

+» Password encryption.

5.1 Chuan bi thiét bi thuc hanh
Giang vién gigi thiéu phan cang thiét bi Cisco Router/Cisco Switch, sau d6 két
ndi vat ly cac thiét bi (giong md hinh thyc hanh Router trudc day)

/‘:‘I R."
.—'/ 4
G Bl | teneeie
83—  WAN
=y S1/0 © S1/0
10.254.0.1/30 g S 10.254.0.2/30
Cisco R 7602 Cisco R 7602

Hinh:5.1 Md hinh két n6i Router
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5.2 Céc budc cau hinh bao mat diang nhép cho thiét bi
5.2.1 Pat password cho cong Console trén thiét bj Router

Dé Router cua trung tim duoc an toan, ngudi quan tri mang can dit password cho
cong Console, nghia 1a khi c6 nguoi dot nhap vao phong may cua trung tam va ding
cap Console dé cau hinh Router thi phai biét duoc password ndy méi vao duoc.

Vi du thuc hién trén router R1, véi mat khau 1a dhkten nhu sau:

R1(config)#line console 0
R1(config-line)#password dhkctn
R1(config-line)#login

Lénh login & trén s& yéu cau nguoi quan tri phai thuc hién gb password vao thi
mai cho két néi.
Dit thoi gian cho ti da caa cong Console 13 9 phat 30 gidy:

R1(config-line)#exec-timeout 9 30
R2(config-line)#exec-timeout 9 30

Néu ban khdng thao tac gi véi Router trong 9 phat 30 gidy thi Router sé& tu dong
log off va ban phai g6 lai password Console néu muén két néi tro lai.

Kiém tra: ban thoat khoi Console bing cach dung lénh exit & ché d6 usermode
hoac enabled (privileged) mode:

R1>exit
hoac
R1#exit
Noi dung trén man hinh Console s& bién mat va hién ra thong béo sau:

R1 conO is now available
Press RETURN to get started.

Pay 1a tinh trang Router da log off ra khoi ché do lam viéc Console, dé quay
tré lai ché do Console ban bdm phim <Enter>, man hinh hién ra théng béo sau:

User Access Verification
Password:

Thong bao nay yéu cau ban phai nhap password I1a dhkctn vao néu muén két
ndi tré lai vao cong Console cia Router.
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5.2.2 Dqt password cho ché dg Enabled (Privileged cia Router)

Tiép theo dé bao mat muc cdu hinh Router, nguodi quan tri mang can dit
password mirc enable, ¢ 2 Iénh c6 thé dung dé dat password la cisco123 nay:

- Lénh1:

Router(config)#enable password cisco123
- Lénh2:

Router(config)#enable secret ciscol123

Hai 1énh nay c6 tac dung nhu nhau khi dat password. Tuy nhién Iénh enable
secret s& ma hda password bang thuat toan MD5 chir khdng hién thi né ra khi xem
cau hinh, con 1énh enable password thi van hién thi password khi ta xem cau hinh.

Do vay lénh can thuc hién 14 1énh enable secret cisco123 trén Router ma sinh vién
phu trach la du.

Trong truong hop ca 2 Iénh cung duoc thyuc hién, thi Router sé dung password cua
Iénh enable secret, khdng dung cua Iénh enable password

Vi du ta ding ca 2 Iénh dat password nay va ta show run ra dé xem cau hinh, thi
cau hinh s& c6 dang nhu sau:

R1#sho run

Building configuration...

Current configuration : 932 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname R1

!

boot-start-marker

boot-end-marker

!

enable secret 5 $1$n.WL$8hckkhelboTr8kfEG7ZfX0
enable password cisco123

!

no aaa new-model

!

resource policy
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|
memory-size iomem 5

ip subnet-zero
!

Sinh vién c6 thé nhin thay trong két qua show run ¢ trén, password cua Iénh
enable secret duoc ma hoa thanh mot chudi ky tu di dang khién cho nguoi ta khdng
thé doc dugc (tac la password ndy chi c6 nguoi dit ra nd mai biét), trong khi
password cua lénh enable password van hién thi y nhu khi né duoc nhap vao, ai nhin
vao két qua show run ciing c6 thé doc duoc. S6 “5” trong két qua Iénh enable secret
la sé hiéu cua thuat toan ma hoa (¢ day thuat toan 13 MD5).

Kiém tra lai xem password d6 dd c6 hiéu luc chua, sinh vién hdy thoat khoi
Router, dung Iénh exit, va vao lai, ban sé bi hoi password khi mudn vao muc enable,
va phai gd dung password do (cisco123) méi vao duogc.

R1>en
Password:

R1#

5.2.3 Dat user/password cho cac phién telnet tir xa vao thiét bi Router

Cau hinh Router bang Telnet: La phuong phap rat hitu hiéu dé cau hinh Router tir
xa vi Telnet 1a cau hinh qua mang IP, ma mang IP khéng c6 gidi han vé khoang cach
(ding Console thi phai ngdi canh Router dé cau hinh).

Pé cau hinh Router bang Telnet thi phai thoa man cac diéu kién sau:

- Router phai co dia chi IP (dia chi cua cac cong), va PC ma ban dung dé
Telnet phai c6 duong dén dia chi IP do.

- Router phai c6 password cho cac cong Telnet (1a 5 line vty tir 0 dén 4 ma ban
nhin thay trong cau hinh show run)

- Router phai c6 password ché 6 Enabled

Nhung viéc xac thuc dé cho phép Telnet nhu trén méi chi dwa vao mot yéu to:
d6 1a password (password cua cac line VTY). Nguoi quan tri mang mudn xac thuc
thém bang ca username nira cho chic chan.

Khai bao cac cap username va password trén router:
Vi du khai bao tén 1a hocvienl mat khau 1a hocvien1 trén router R1 nhu sau:

R1(config)#username hocvienl password hocvienl
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Khai bao tham tra khi telnet vao thiét bi router:

Pé yéu cau router kiém tra username va password, ban dung lénh login local
nhu huéng dan:

Vi du khai bao thim tra trén router R1 nhu sau:
R1(config)#line vty 0 4
R1(config-line)#login local
R1(config-line)#exec-timeout 3 25

Kiém tra lai :

Coi nhu ban dang & mot noi khac: tir PC cua ban, ban hiy Telnet dén router R1,
R1 s& yéu cau ban nhap password dé két néi vao router, néu ban nhap ding
username va password Telnet thi ban s& vao duoc Router. Tir day ban c6 thé cau
hinh Router y nhu dung Console.

AWINDOWS\system32\cmd.exe

rsoft Windows HP [Version 5.1.26081
(G Copyright 1985-2081 Microsoft Corp.

Z:srtelnet 18.1.8.1

et Telnet 10.1.0.1

Hinh: 9 Minh hoa telnet vao Router R1

5.2.4 M4 hoé céac password trén thiét bj Router

Khi ban show run dé xem cau hinh téng thé cia Router, ngoai password ché do

enable duoc ma hoa ra, cac loai password khac khong hé dugc ma héa: password cua
cong Console, cua cong Telnet (cac line VTY) va password caa CAc user vira tao &
trén. Ngudi khac khi xem [énh show run c6 thé doc duoc cac password cua router do.

Dé thuc hién ma hoa tat ca cac loai password trén Router , ngudi quan tri mang hay
dung Iénh sau:

R1(config)#service password-encryption
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Sau khi thuc hién Iénh nay, ban dung lai Iénh show run cua Router R1 thi sé&
thdy la tat ca cac password cua Console, cia Telnet, cua User... déu duoc ma hoa
thanh dang khong doc duoc.

R1#sho run

Building configuration...

Current configuration : 1032 bytes

I

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

I

hostname R1

!

boot-start-marker

boot-end-marker

!

enable secret 5 $1$n.WL$8hckkhelboTr8kfEG7ZfX0
enable password 7 0204075A59565F76
|

no aaa new-model

!

username hocvienl password 7 12110A140402090A7B292729
!

!

line con 0

password 7 1511021F0725

login

line aux 0

linevty 04

login local

! !

end

R1#
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5.3 B4o céo két qua thuc hanh

Bai LAB 6: Cau hinh router wifi
Gidi thiéu cho sinh vién nim duoc céch truy nhap va cau hinh duoc cho wifi
hoat dong duoc
6.1 Chuan bi thiét bi thuc hanh:
- Can mot thiét bi wifi , day cadp mang ndi vao cong LAN cua wifi: vi du: WiFi
TP-Link TL-WR740N

- -9 ® O OO oo

6.2 Cac buac thuc hién:
Budc 1: Ca&m ngudn va nhan dé vao nut reset ( hay giir nguyén cho
dén khi tat ca cac dén trén san pham TP-LINK 740N cung sang).
Buwéc 2: M& trinh duyét web va go dia chi IP 192.168.0.1 hay (
tplinklogin.net) vao va nhan Enter.

192.168.0.1

Dé€ truy cap nhanh, hdy dit diu trang cba ban vac thanh diu trang tai day. Nhap ddu trang ngay biy gid...

Yéu cau Xac thyc

May chi http://192.168.0.1:20 yéu c3u tén nguci dung va
mat khau. May chd cho biét: TP-LINK Wireless Lite N Router
WR740N,

Tén Nguai dung: ||

Mat khau:

Dang nhap Hay

- G6 User/PassWord twong tng la admin/admin.
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YWéeu cau Xac thuc

PGy chd hittp: /A 192.168.0.1: 80 ywéu cdu tén ngudi dang wa
mat khdu. May chd cho bi&: TP-LIMNEK Wireless Lite M Router

WWRTA0M.

Tén MNgudi cdang:

FAGEE kkh&u:

admin

e

BPranmng mhap

Hdy

- Sau khi ddng nhap thanh cong trinh duyét sé& chuyén vao trang quan tri
cta TP-Link TL-WR740N .

LAN
AL kseress A 94-B)-CanF
P Atress 192801
Lsteat Larh 2552440
Wireless

VWiretens Rache Eeave
Warvw (3207 TRLRe_Ciear2
hamoet At (Corrent annel |
Uode 14500 moed
Cramnel VAgTR AL
MAC Latress L 40B)-CLus
WOS Suten Dadoee

WAN

MAC Adtress: S MB)Ca i F)

Lo 0800 [

Sateet Wash. 0o00
Defanst Gatowsy. 0000
NS Server: 00000000

VAN on i eplugged

Status Help

The Sates page dspias N Oevcrn cumedd s w02
COOMQESON AB INITISLN & 10830k

LAN - Th folloming arameiers apply 18 e LAN pont of B Devce
You Can Contigues e 0 e Network > LAN 590

o ARAC Addrens - The chysic 203wss of 1 Deice. 51 semt
Som e LN

o P ASSees - The LA P sddreed of P Devcs

o Subeet Mash - The Sutnel madk sascculed win LAN B
e

Wirshets < Thate M0 B comant SeBngs O FOTABN for
WSS You G0 CONBUe B 1 e Wirskess > Wirekess
Settmgs £ 30

o Wireless Ragio - InOCNS whether Ta wisiend (330 Wadoy
o Tee Dvice 18 002043 v 3520000

Mame($ 501 - The S5O of e Devce

Ohanmet - The Cusect sirelens chasne in use

Mode - The Cument wieless mode eich 1 Dirdce wors on
Cnanosl WD - Tha Lanawia of e sieied s chanosl

MAC Address < The phosicll 20058 of B Device. 35 seen
Nom e WA

WOS States - The stis of WOS conrecion. mt WOS
COMMCION 15 down. Scan Try 43 Sad e AP A Ty B
MMentiate, ASSOC Ty % assocate. Run Assotiales
BUCces s

VAN - The RSowng patametens 2oy 1o T WAN pofs of e Device
Yous can Coofguen Mam in B Netwark > WAN page

o AMAC Asdress - The shysica 200eis of e WAN pont e
1040 107 Do Wtarrat

Budc 3: Nh&n vao menu Wireless=> chon Wireless Setting dé ddi tén WiFI
(SSID). Ban c¢6 thé gi» nguyén néu man st dung SSID mac dinh hodc nhap
vao tén SSID mubn dbi. (Cha y phan Chanel Width nén chon mét chanel nhéat
dinh s6ng WIiFi s& én dinh hon do it xay ra trwdng hop switch gitra cac

Chanel)

Wentess Secwrey
Voot s MAC ) Reseg
Waetrss Advancod
Wirstons Slatnsc s

e

orwarteg

oy
Parestal Contiol
AcCess Comnd
Adeasmd Kintmg
anewaIT (et on
P A MAL Bty
Dysassic OMS

tten Tooh

Virwtess Hetwors Mame e rte iz erd
Ragam Unted States v

W34 Caded T S50

Warnng: Ensre you Select 3 conect Coundy ) Confoem lacal ke

Incomect seBngs MUy Caude infederence

¥ Crathe Weweds Rase
¥ Enable 980 Broadcast

£radie WOS By

Wireless Settings Help

Note The Spaatng OSCe o MNQE of 104 AVHIRES COORM
VIS LONIRCAy DY ed 00 T PAMICH HACANE of e Do Far
Dast resuts pace your Device

o 0N T CONM ST JRE I whiCh jour wiewiad Sla800s Wil
ES L]

o 1000 Shated IOCHRON SUCh 88 8 gh Shet

Ay ¥OM T DOMARN $0urced Of nterirance, Juch i PCa

PCTOwed INE COrdeds phoes.

WO D ArEannd 1) T DS EOERN

o Awiy 507 [pe Moty sortaoes

Note Falue 1o Blow Base gadeines can 1wt n sgniicand
POArTINCE Gepracation o At 13 wirelessly cannedt 13 he
Oonce

Wiewless Metwork Name - Evr 2 vabon of up % 32 chanacens The
ara iame (SS00 TWE 00 3555000 10 00 SRMAE DIACES 0 10w
netaon

RAgon - S0t s2ur 1600 YOm Be pul-2own sl This Sed species
0 10000 WhAS 16 WrteS MScson of B Dice Can D8 ctes §
My 08 Be0N 10 14 D WRREE LAC00 Of e Device 1 3 0
O TN 008 OFDOBE PSR I BvS ed I you GOV & MEKn
OO0 Aot pleake CONUME your WO QDveNt Bpency f
9N

Chasnel - They Reid Getmrmines which Secatng Yeguenc, el oo
Uted Tis 50l NECRILEY B Change e wrehess Chaseel unkent (S
OBLe oefersnce St W 200nar Sk Sy 3cCest sond B0y

- Néu ban mudn thay dbi password thi vao menu Wireless => chon
Wireless Security va nhap mat khau vao 6 Password
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Crsadie Secunity

WPAWPAZ - PersonaRecommaenced)

Version:
[ncryption:
Pacswoes

Grovp Key Wpdate Penoe

WPAWPAZ - Enterprise
Versios:
Encryptos:
Radws Server &
Radws Pt

Aareatc(Recommended) v
Aparat Recommanded! v
12M5ET8Y

(You Can enter ASCH Charachen Detenen § 20 42 of Hedecmil characters ety

VWireless Security Help
You LN 340ct ona of Be RBOWN; 100U 0g800¢

o Disabie Secunty - The wieiess Secumly hunchon can B4
AN002 o ORNLAE I AL, P wieMIS S1I0NN WIE 24
Rie B cored T Dedde W anongtien Rt N
NCEYTINONT BXCO B iU ChOMME (08 Of fodomie)

E0NN 10 PANNN 3 4CLrRy

o WPAWPAD . Persoasl - Selnct WPA 0054 08 (re-anied
passpivase

o WOAVIPAZ . Dmterpiise - Swict WA Sased on Radu

0 Secondy (Keap K Setaul £ you 1 Act sure. mutemem i 30, 0 e
Anarrate v

Aparate v

"2 SA557E 9 stands Kor Selaelt post 1412

0 0 BCONE Ternum i 30 0 meane 50 eI

Opet System v

Hexadecomal v

Zer
o WEP - Betect 302 11 WOP securty

E2Ch 3ecury 000N N2l RS 0wn 1408 38 OPEOTDed RdOwE
WPAWPAZ . Personal

Versan - You Can aeiect 00e of 80aNg versides

1guest
o WRAPorsosal - Pre anaed hay of WPA
o WRAZ Personst - Pre-ananed by of WPAZ

ERCrypoos - You can select sfvr Agtomatc. of TIOP or AES

ASCH 1 langth shousd b Sebwin § a2 £) churacten

Paseword - You Can eeted ASCE o Measdecmal charactens o
Hexadecunal e lengih 1houe Se tetaeen § and 44 chanachrs

o Aatermanc Seles WPAPersonal o WPAZ Persons
WALTIBCAD; TAST 0N e wHEHES SRS CAOIEN 20

Buéc 4: Sau d6 nhan Reboot. (Lwu y nhivng thay dbi cia ban chi cé tac dung

sau khi Reboot).

Viwess
Wovlens Settngy

Wress WAL erng
Whrrtens Advanced
Whrdess Lirtain s

[ "

Tormartieg

Securty

Pacostal Comy

Acoess Cantrod

Livan e oty
Hantwn (onlroh
P & MAC sy
Oy 085

Syntwm Toon

WEP Ky Format
Wy Sedwcrot
Kot .

eyl

Key )

N A0CoNd Marisa i 30 0 means ho uptale

Opet Sypam v
Hexadecimal v
WEP Kay (Passwoed) Koy Type
Ovaties v
Onaties v
Desabies v
Duaaties v

7 10 NEP e0eton £1he Gevce cpecan

ATAN00 O BRI £ NN T wield 5000 Wl de
W o connect T Deits wihout eoroton & b
recemvanded IPoegy Taf W (Mo e of fdreng
348003 1) #NaTie Lecut,

* VIPAVPAZ . Personsd - Selact WA Daaed 00 pre-ahane
cMIshiane

o WPAWPAZ . Esterpine - Seled VP4 taaee o0 Raow
S

o WEP - Select 02 11 WEP secumty

205 20Corly 00000 DAt 25 0w MABAGH B8 ORSINZeE Tolte
WPAWPAL . Persons
Viersion - You Can Shiect 008 of IBwINg varsices.

o Aomatc - Seed WPAPersossl o WPA2 Personsl
AAMINCHES SISAT Of e Wrehe HIRONS CAPIDRY, NG
et

o VPAPersonal - Pre shared by of

* WPAZPersonal - Preshanes oy

Encryption - You can skt e Automatic o TIOP or ALS

Pasywoed < Yoo cmn wder ASCH o Henadecmal nancies For
Nenadecanal 7w MO 50000 D Detwees § 300 44 Chanacens R
ASCR 10 gD IN0UAT 04 Detwaes § and ) Charadten

Buéc 5: Vao menu status d& xem trang thai cia Router da cé két ndi mang
hay chuwa. (Xem & muc WAN)

Status
Cuiick Satup
ass

Forwanding
Security
Parental Control

Access Control

Advanced Rowtng
Bandwidth Control
IP & MAC Banding

Mo 11ogn mixed
Channel Width: Autormalic
MAC Address: 64-56-B3-C4-46-F2
WS Status: Disable
WAN
MAC Address: 64-66-83-C4-46-F3
1P Addriss: 192.168.1.34 Dynamic IP
Subnet Magk: 255.255.295.0
Deefauilt Gateway: 19216811 Releasa
DOMS Server: 192.166.1.1, 0.0.0.0

6. 3 Bao céo két qua thuc hanh

Bai LAB 7: CAu hinh cic tham s6 co ban cho Switch

Bai thuc hanh nay s& gidp cho sinh vién nim viing:

v Thao tac vao ra cac mirc trong thiét bi Cisco Switch.
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v' Thao tac cdu hinh dit t&n cho céc thiét bi Cisco Switch dé quan Iy.
v Kiém tra trang thai cac cong giao tiép trén thiét bj Cisco Switch
Cha y: Bai thiec hanh nay chi &p dung véi cac switch ¢ cong console, khdng ap dung

cho switch cau hinh bang Web

7. 1 Chuan bi thiét bi thyc hanh
> Giang vién gi6i thiéu phan ciing thiét bi Cisco Switch 2950, sau d6 két ndi vat Iy
t6i cac thiét bi
> Giang vién huéng dan cach két ndi tir cong Com ciia may tinh vao cong Console

trén thiét bi Cisco Switch dé chuan bi thuc hanh.

> Van si dung phan mém SecureCRT dé 1am cac tac vu cau hinh

-
-

Catalyst Switch 2950

VLAN 1
PC, TFTP Server 10.1.1.251
10.1.1.10 255.255.255.0

255.255.255.0

7.2 Céc budc tién hanh thuc hanh

Thuc hién console vao Switch nhu bai 2 d3 huéng dan

Sau khi khai bao login tir cong Com sinh vién hay kich vao biéu tuong “Connect” trén
secure CRT dé bat dau két ndi vao phan cu hinh Cisco Switch.

Budc 1: Thao tac vao ra trén cac muac cau hinh

Vi ban dau tat ca cac Switch chua co cau hinh trong NVRAM, Ilic nay Switch
dang & ché do Setup Mode, khi két ndi vao Switch sinh vién s& thiy dong thong béo
nhu sau:

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:

Sinh vién hdy chon “no” réi enter, man hinh céu hinh sé hién ra tén mdc dinh cuda thiét

bi la “ Switch>"

Would you like to enter the initial configuration dialog?
[ves/no]:no Press RETURN to get started!
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Switch>

“Switch>" chi thj rang ban dang dung & mic User Mode, tai mtc nay ban khdng thé
lam thay d6i cac tham sé cua Switch, ma chi sir dung lénh dé kiém tra mot vai tinh
ning/trang thai cua thiét bi ma théi.

Sinh vién hay st dung lénh «show version» dé kiém tra xem Switch d6 thudc chung lai
gi, c6 bao nhiéu giao tiép, cd bao nhiéu bo nhd RAM/Flash, version caa IOS...

Sinh vién str dung lénh d6 trén Switch ctia minh va hay cho biét céc théng tin sau:
v Kiéu Switch cua ban la gi ?:...
v Switch cta ban c6 bao nhiéu RAM/Flash ?:...
v Switch ctia ban c6 nhitng giao tiép (interface) gi ?:...
v' Hg diéu hanh (10S), tén gi, c6 version bao nhiéu ?...

Tir mic User-Mode, ban hay str dung Iénh «enable» dé vao muc Privileged Mode.
Switch>enable (enter)
Switch#

DAu nhac « Switch# », chi ra rang ban da vao muc Privileged Mode, tai mac nay
ban khdng chi sir dung Iénh dé kiém tra mot vai tinh nang/trang thai cua thiét bi .

Sinh vién hay st dung lénh «show running-config» dé kiém tra ciu hinh hién tai cua
Switch d6 ( tat nhién ldc nay chi la cau hinh trang).

Cha'y : Tir muc Privileged Mode, ban hay sir dung lénh «disabley» dé vé lai mic
User-Mode.

Switch#disable
Switch>

DAau nhac « Switch(config)# », chi ra rang ban da vao muc Global Configuration
Mode, va sin sang cho viéc cau hinh khai bao c4c tham sb cho Switch 1am viéc.

Cha y: Tir mic Global Configuration Mode, ban hay sir dung lénh «exit» dé vé
lai murc Privileged Mode.

Switch(config)#exit
Switch#

Budc 2: bat tén cho Switch

Vi mic dinh tat ca céc thiét bj Cisco Switch déu c6 tén Ia «Switch», vi vay phai
d tlai tén dé thuan tién cho van d& quan tri nhiéu thiét bj Switch trong cting 1 hé théng.

Tai mtc Global Configuration Mode, ban hay sir dung 1énh «hostname Tén_muén_dit»,
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dé khai bao tén mai cho thiét bi Switch do:
Vi du nhw sau:
Switch(config)#hostname SW1
Sau khi g 1énh va enter, tu dong thiét bi s& nhay sang tén méi 1a SW1 SW1(config)#
Budéc 3: Khai bao dia chi cho Switch

Thiét bi Switch sir dung cong mic dinh 12 Vlan 1 dé lam diéu khién, vi vay tiép theo
ban phai khi bao tham sé cho cong vlan 1 d6, mudn khai bao phai vao ché do caa cong
(interface) do, hay st dung Iénh «interface vlan 1»

Vi du nhw sau:
SW1(config)#interface vlan 1
Sau khi g& lénh va enter, ty dong dau nhac mai s& xuat hien 1a: SW1(config-if)#

DAu nhac «SW1(config-if)#», chi ra rang ban di vao miic cong (interface) Ra lénh kich
hoat cong dé 1am viéc, sir dung lénh «no shutdown»

Khai bao dia chi IP cho cong Vlan 1 ( twong ttng mai I6p mang & do), st dung Iénh «ip
address dia_chi_iP subnet_mask»

Vi du nhu sau:

SW1(config-if)#no shutdown

SW1(config-if)#

SW1(config-if)#ip address 10.1.0.2 255.255.255.0
SW1(config-if)#

Sau khi kich hoat sir dung va khi bao xong dia chi IP, ban nén kiém tra lai trang thai
hoat dong cta cac cong do, hiy sir dung lénh «show interface tén_cong»

Néu ban nhin thay tham s6 «Vlan1 is up, line protocol is up », thi cong diéu khién da
hoat dong t6t, ban hay thtr ping tir may tinh cua minh toi switch do.

Budc 4: Cau hinh céac tham sé khéc
Pit mat khau truy nhap mic Privilige mode
SW3560PLab(config)# enable password Mat_Khau
M4 hda mat khau
SW3560PLab(config)# service password-encryption
M¢ phién telnet
SW3560PLab(config)#line vty 0 4
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SW3560PLab(config-line)#password Mat_Khau
SW3560PLab(config-line)#login SW3560PLab(config-line)#exit
Dt mat khau cho phién console
SW3560PLab(config)#line console 0
SW3560PLab(config-line)#password Mat_Khau
SW3560PLab(config-line)#login
SW3560PLab(config-line)#exit
Budc 5: Kiém tra cau hinh

Sau khi cau hinh xong, ban cd thé st dung Iénh «show running-configy» dé kiém
tra toan bo cac cau hinh/tham sé da duoc thiét 1ap trong Switch do.

SW1#show run
Luu lai todn bo ciu hinh bang 1énh «write»,
Switch#write

Pit dia chi may tinh cua sinh vién 1a trong dai 10.1.0.X (X 1a s6 bat ky) , subnetmask
la 255.255.255.0.

Ping dén dia chi ciia Switch dé kiém tra.

Néu thanh cong thuc hién két ndi dén Switch bang Telnet.

Piwysig:ai IVConﬁgA_ CLI

I0S Command Line Interface

Router>ping 192.168.1.1 a

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos te 192.168.1.1, timeout 1is seconds:

N

t1111

Success rate 1is (100 percent (S/EID round-trip min/avg/max = 8/9/10 ms

Router>ping 192.168.1.2

Type escape sequence to abort.

Sending S5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:
I SNEN.
Success rate 13(255 percent (5/5)) round-trip min/avg/max = 7/8/11 ms

7.3 B4o céo két qua thyc hanh

Bai LAB 8: C4u hinh VLAN
- Gitp sinh vién nim dugc nhimg wu diém VLAN ciing nhu cach cau hinh VLAN
trén Cisco Switch.
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- Muyc dich 12 thiét 1ap cac PC1 va PC2 c6 thé ping dugc cho nhau thong qua switch.

8.1 Chuan bi thiét bi thuc hanh:

- Str dung Router, Switch va PC1, PC2 dwoc két ndi va cau hinh IP nhw
hinh sau.

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
- -
Jl : ‘ A
192.168.1.1
192.168.1.3
y 124 b
r_ﬁf#o v Fal/
Router-PT Q
Router >
%
192.168.1.2
24
Kt’f
oo
« n »

Chung ta s& cdu hinh cho Router va Switch dé hd trg VLAN. Sau d6 ta s& thay doi
cac VLAN trén switch dé chiing khong thé ping cho nhau ciing nhu khong thé ping
t6i router dugc nira. Cudi cing ta s& thay ddi cdu hinh trén Switch dé cac PC thudc
cing VLAN va xem xét rang chung lai c6 thé ping cho nhau.

8.2 Céac budce thyc hanh:

1. Bit dau b@fmg viéc ciu hinh dia chi IP cho cong Fa0/0 ciia Router nhu sau.

Physical | Config | CLI |

I0S Command Line Interface

Router>en
Routerfconf t
Enter configuration commands, one per line. End with CNTL/Z.

RouterfConfig) #int £0/0
Routey (config-if) #ip address 192.168.1.3 255.255,255.0

Routeryconfig-if)#no shut
Router (config-if) #exit
Router (config) #

2. Két ndi t6i PC1 va dat IP cho né nhu sau
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(RN

' Physical | config | Desktop |

IP Configuration

IP Address 192.168.1.1
Subnet Mask 255.255,255.0

Default Gateway 192.168.1.3

DNS Server J

3. Két ndi t6i PC2 va dit IP cho né nhu sau

’Q PQ . T v = = ==
; Physical I Config I Desktop

IP Configuration

IP Address 192.168.1.2
Subnet Mask 255.255.255.0

Default Gateway 192.168.1.3

DNS Server

4. T PC2, kiém tra ping thanh cong t6i PC1 va Router
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[ 2] e (5] S |

Physical Config Desktop

ommand Prompt
PC>

PCoping 1

5. Gio két ndi t6i Switch va cdu hinh VLAN. Mic dinh, thi tat ca cac cong (port) trén
switch déu nam trong cung VLAN ¢6 ID 1a 1 (VLAN 1).

Trong trudng hop ndy ta s& thiét dat cho port Fal/1 ctia switch (hién dang ndi véi
PC1) vao mot VLAN c6 ID 1a 22 tach biét voi cac port con lai. Bit dau tao mot
VLAN moi ¢6 ID 1a 22 nhu sau

Physical : Config | CLI

I0S Command Line Interface

A
Switch>en
Switch¥conf ¢
Enter configuration commands, one per line., End with CNTL/Z.
Switch f€onfig)#vlian 22
Sﬂ;::ﬁ(zgnf;;—vlan)k:ame pcl- :;:)
Switch (config-vlan) #exit

Néu muén ban co thé dit tén cho VLAN 22 nay dé gitp nhan dang va phéan biét dé
dang hon gitta cic VLAN, nhu trong hinh trén ta dat la pcl-pc2.

6. Gio ta can gan cac port vao VLAN 22 vira tao ¢ budc 5. Dudi day sé& gan port
Fal/l ctia Switch dang ndi véi PC1 vao VLAN 22.
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Physical 7 Config | CLI

[0S Command Line Interface

E— e ————

config)#int fal/1 2
fconfig-if) #switchport access wvlan 22

h(config-if)#exic
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7. Tiép dén ta két ndi lai vao PC2 va thtr ping t6i PC1 va Router thi két qua nhu sau:

i ¥ pc2 lr_: (=) 'dH‘

Physical Config Desktop

PC2 KHONG ping
dwoc PC1

Ping statistc
Packets:

PC2 ping BU'QOC
Router

Nhu hinh trén ta thay, PC2 c6 thé ping t6i Router nhung PC1 khong thé ping
dugc PC1. Tai sao lai nhu vay?

Trén Switch, ta 3 cdu hinh cho VLAN 22 chi gom port Fal/l. Diéu nay c6
nghia rang tat ca cac port con lai (Fa0/1, Fa2/1 -> Fa5/1) van con nam trong VLAN 1.
Vi thé, khi PC2 (hién dang ndi voi port Fa2/1) giri géi tin ping téi Switch thi cac géi
tin 46 duoc danh dau 1a VLAN 1 va cling dong nghia véi viéc ching chi ¢6 thé di ra
khoi cac port thugc VLAN 1 ma thoi. Va két qua 1a chung (cac géi tin ping tir PC2)
khong thé di ra khoi port Fa0/1 thuoc VLAN 22 dé t6i PC1.

8. Gio ta lai két ndi tré lai Switch va cau hinh VLAN cho port Fa2/1 (hién dang nbi
v6i PC2) nam trong VLAN 22 nhu sau
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Physical » Config | CLI

I0S Command Line Interface

Switch (config-if)#exit :
Switchf{tonfig) #int fa2/1

Switch\config-if) #switchport access vlan ;;)

Switch (config-iT) $exic

9. Gio két ndi lai v6i PC2 va thir ping lai t6i Router va PC1

(@ pc2

Physical Config Desktop

with 32 bytes of daca:

PC2 ping dwoc PC1

ot ot o
VIR Y

3 with 32 bytes of daca:

PC2 KHONG ping
dwoc Router

Lost = 4 (100% loss),

Sy khac la & day 1a gi? Hién PC2 d3 c6 thé ping t6i PC1 nhung van khong thé
ping to1 Router.

Ly do 14 vi luc ndy goi tin ping tir PC2 dugce danh dau 1a VLAN 22, tirc 1a n6 chi c6
thé di ra khoi port Fa0/1 dang duoc ndi véi PC1 va ciing thuoc VLAN 22. Pay ciing
chinh 1a muc dich cua bai lab ma ta mudn thuc hién.

10. Két ndi tré lai Switch va sir dung 1énh show vlan (hodc show vlan brief) dé xem
x¢ét viéc phan dinh VLAN
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Switchkshow vlan brief

[ |

VLAN Name Status Ports
e ,
‘1 default active Fa0/1, Fa3/1, Fa4/1, Fas/
22 pcl-pc2 active Fal/1, Fa2/1
T TCTIVE
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

11. Cudi cung, két ndi lai vao Switch va gan port Fa0/1 vao VLAN 22 dé cho phép ca
3 thiét bi (Router, PC1, PC2) ¢6 thé ping dugc 1an nhau.

| Physical I Config | CLI

I0S Command Line Interface

T -

SwitchfCTonfig)#int fal0/1
Sw1tc::;;ntlg—if)tswlcchport access vlan 2;:)
Switch (config-if) fexitc

Switch (config)#

12. Kiém tra lai viéc ping thanh cong giita Router, PC1 va PC2 bang cach tir Router
ping t61 PC1 va PC2

I Physical l Config = CLI

I0S Command Line Interface

Router>ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos te 192.168.1.1, timeout is

Router>ping 192.168.1.2

Type escape sequence to abort.
Sending S, 100-byte ICMP Echos to 192.168.1.2, timeout is

Success rate is(100 percent (5/5)) round-trip min/avg/max

8.3 B4o cao két qua thuc hanh

seconds:

8/9/10 ms

seconds:

7/8/11 ms
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IV. CAC BAI THUC HANH VE NHA
BAI 1: Telnet

Telnet 1a mét giao thire dau cubi ao( Vitural terminal), 1a mot phan caa chéng
giao thirc TCP/IP.Giao thtrc ndy cho phép tao két ndi voi mot thiét bi tir xa va théng
qua két ndi nay,ngudi sir dung c6 thé cau hinh thiét bi ma minh két néi vao.
1. Muc dich :

Bai thyc hanh nay gitp sinh vién hiéu va thuc hién dugc nhitng cu hinh can
thiét dé c6 thé thuc hién cac phién Telnet tir host vao Router hay tir Router vao
Router.

2. M6 ta bai lab va mo hinh :

sSwWo
R1

172.16.10.2/24

f2/0

- & s1/0
192.168.1.0/24 | =
172.16.10.1/24

RO

Yéu cau: Thuc hién cu hinh va telnet theo mé hinh trén.

BAI 2: Khdi phuc mat khau cho cisco router

1. Muc dich

Mat khau truy cap Ia rat hiru ich trong linh vuc bao mat, tuy nhién déi khi né ciing
dem lai phién toai néu chang may quén mat mat khau truy nhap. Bai thuc hanh khoi
phuc mat khau cho Cisco Router nay gilp sinh vién khéi phuc lai mat khau dé ding
nhap vao Router .

BAI 3: Nap ios image cho 2 router chay tir flash

1. Muc dich

Bai thuc hanh nay giup sinh vién thuc hién viéc nap 10S image tu Flash cua
Router nay sang Router Kia.
BAI 4: Cau hinh vlan trén switch 2960
1. Muc dich: Gilp sinh vién biét cach chia LAN thanh cac mang LAN ao

2. M6 ta lab va mé hinh
traight through @3
VLAN 1: %

192.168.1.1 PC2
255.255.255.0
VLAN 10:
192.168.10.1
255.255.255.0
VLAN 20:
192.168.20.1
255.256.255.0
Name: accounting
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